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N OIEISIT U R 48
EXECUTIVE OFFICE OF THE PRESIDENT| _ ENRESSiNR R AN |

OFFICE OF MANAGEMENT AND BUDGET 5 7 - 2 3 Q 5
WASHINGTON, D.C. 30803 '
June 2, 1987
LEGISLATIVE REFERRAL MEMORANDUM C [\J ~

T0: Legislative Liaison Officer

SEE ATTACHED DISTRIBUTION

SUBJECT: H.R. 145 -- as ordered reported by the House Science,
Space and Technology Committee (copy of bill and
amendments that were adopted, is attached.)

The Office of Management and Budget requests the views of your agency
on the above subject before advising on its relationship to the
program of the President, in accordance with OMB Circular A-19.

A response to this request for your views is needed no later than
THURSDAY -- JUNE 4, 1987.

(This bill may be considered under suspension of ‘the rules
in the House on June 8.)

Questions should be referred to Constance J. Bowers (395-3457), the
legislative analyst in this office.

Assistant Director for
Legislative Reference

Enclosures
cc: Ed Springer Bob Bedell
John Cunningham John Cooney

Kevin Scheid
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DISTRIBUTION LIST

AGENCY CONTACT ' ~ PHONE NUMBER
Department of Commerce (04) Mike Levitt 377-3151
Department of Defense (06) * Sam Brick 697-1305
Department of Energy (09) Bob Rabben 586-6718

Department of Health

and Human Services (14) Frances White 245-7750
Department of Justice (17) Jack Perkins 633-2113
Department of State (25) Lee Howdershell 647-4463
Department of the Treasury (28) - Carole Toth 566-8523
Office of Personnel Managemént (22) erémes Woodruff 632-5524
General Services Administration (37) Al Vicchiolla 566-0563

Natiopal Security Council
C9d€;21 Intelligence Agency

Declassified in Part - Sanitized Copy Approved for Release 2011/12/06 : CIA-RDP90M00004R000900150014-8



Declassified in Part - Sanitized Copy Approved for Release 2011/12/06 : CIA-RDP90M00004R000900150014-8

.
. .
a

SACH145A

S W NN

O ® N o uv

10
11
12
13
14
15
16
17
18

AMENDMENT IN THE NATURE OF A SUBSTITUTE
| 10 H.R. 145

As Reported by the Subcommittees on Science,
Research and Technology and Transportation,
Aviation and Materials

~Strike out all after the enacting clause and insert in

lieu thereof the following:

SECTION 1. SHORT TITLE.

This Act may be cited as the ' ‘Computer Security Act of

1987 .
SEC. 2. PURPOSE. : A

(a) IN GENERAL.--The Congress declares that improving the
security and privacy of sensitive information in Federal
computer sy§tems is in the public interest, and hereby
creates a means for establishing minimum acceptable security'

practices for such systems, without limiting the scope of

‘'security measures already planned or in use.

(b) SPECIFIC PURPOSES.--The purposes of this Act are--
(1) by amending the Act of March 3, 1901, to assign
to the National Bureau of Standards responsibility for
developing standards and guidelines for Federal computer
systems, including responsibility for developing
standards and guidelines needed to assure the
éo;t-effective security and pPrivacy of sensitive

information in Federal computer systems, drawing on the
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technical advice and assistance (including work products)
of the National Security Agency, where appropriate;

(2) to provide for promulgation of such Etandards and
guidelines by amending section 111(d) of the Federal
Property and Administrative Services Act of 1949;

(3) tq tequire'establishment of security plans by all
operators of Federal computer systeﬁg that contain |
sensitive information:; and

(4) to require mandatory periodic training for all

persons involved in management, use, or operation of

Federal computer systems that contain sensitive

information.

‘ . i " ’
SEC. 3. ESTABLISHEMENT OF COMPUTER STANDARDS PROGRAM

The Act of March 3, 1901, (15 U.s.C. 271-278h), is

amended--

(1) in section 2(f), by striking out '‘and’’ at the

~end of paragraph (18), by striking out the period at the

end of paragraph (19) and inserting in lieu thereof a

semicolon, and by inserting after such paragraph the

following:

.

(20) the study of Computer systems (as that term is
defined in section 18(c) of this Act) and their use to

control machinery and processes.’ ’:

’

(2) by redesignating section 18 as section 20, and by

ipsezting after section 17 the following new sections:
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"*SEC. 18. (a) The National Bureau of Standards shall--

"7(1) have the mission of developing standards,
guidelines, and associated methods ané techniques for
computer systems;

"(2)Vexcept as described in paragraph (3) of this
subsectioq (relatiﬁg to security Standards), develop
uniform standards and guidelines fOt.?ederal computer
systems, except those systems excluded by section 2315 of
title 10, United States Code, or section 3502(2) of title
44, United States Code;

"7(3) have responsibility within the Federal
Government for deve;oping techniéal, ranagement,
physical, and‘administf;t{ve standards and guidelines for
the cost-effective security and privacy of sensitive
information in Federal computer systems except--

"(A) those systems excluded by section 2315 of
title 10, United States Code, or section 3502(2) of
title 44, United States Code; and

"*(B) those systems which are protected at all
times by procedures established for information which
has been specifically authorized under criteria
established by an Executive order or an Act of
Congress to be kept secret in the interest of

national defense or foreign policy,

the primary purpose of which standards and guidelines
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1 shall be to control loss ang unauthorized modification or
2 disclosure of sensitive information in such s;stems and
- 3 to prevent computer-related fraud and misus;;
4 "'(4) submit standards and guidelines developed
5 pursuant to paragréphs (2) and (3) of this subsection,
5‘ along gith recommendations as to the extent to which
7 these should be made compulsory and ginding, to the
8 Secretary of Commerce for promulgation under section
° 9 111(d) of the Federal Property and Administrative
10 Services Act of 1949;
11 " (5) develop guidelines for use by operators of
12 Federal compuﬁer systemsityat contain sensitive
13 information-in trainingztheir employees in security
14 awareness and accepted security practice, as requiredg by
1s section 5 of the Computer Security Act of 1987; and
16 ""(6) develop validation procedures for, and evaluate
17 . _ the effectiveness of, standards and guidelines developed
18 pursuant to paragraphs (1), (2), and (3) of this
19 subsection through research and liaison with other
20 government and private agencies.
21 "*(b) In fulfilling subsection (a) of this section, the

22 National Bureau of Standards is authorized--

2 LI . .

3 (1) to as§1st the private sector, upon request, in
24 using and applying the results of the programs and
25 activities under this section;
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""(2) to make recommendations, as appropriate, to the
Administrator of General Services on policies*and
regulations proposed pursuant to section lli?d) of the
Federal Property and Administrative Services Act of 1949;

'f(3)”as requested, to provide to operators of

Federal computer systems technical assistance in

implementing the standards and guidelines promulgated

pursuant to section 111(d) of the Federal Property and
Administrative Services Act of 1949;

"7(4) to assist, as appropriate, the Office of
Personnel Management in developing regulations pertaining
to training, as rquiredlby section 5 of the Computer
Security Act .of 1987; b

"7(5) to perform research and to conduct studies, as
needed, to determine the nature and extent of the
vulnerabilities of, and to devise techniques for the cost
effective security and privacy of sensitive information
in Federal computer systems; and

"*(6) to coordinate closely with other agencies and
offices (including, but not limited to, the Departments
of Defense and Energy, the National Security Agency, the
General Accounting Office, the Office of Technology
Assessment, and the Office of Management and Budget)--

**(A) to assure maximum use of all existing and

planned programs, materials, studies, and reports
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1 relating to computer systems security and privacy, in
2 order to avoid unnecessary and costly duplication of
3 effort; and B
4 ""(B) to assure, to the maxinur extent feasible,
5 that standards developed pursuan: to subsection (a)
6 (3) and (5) are confistent and compatible with
7 standards and procedures develop;d for the protection
8 of information in Federal computer systems which is
9 authorized under criteria established by Executive
10 order_or an Act of Congress to be kept secret in the
11 interest of national defense or foreign policy.
12 "“(c) For the purposes of (1) deQeloging standards and
13 gquicdelines undgzléubsectioﬁ:(;)(B), and (2) performing
14 research and conducting studies under sutsection (b)(5), the
15 National Bureau of Standards shall draw on the technical
16 advice and assistance (including work products) of the
17 National Security Agency, where appropriate.
18 ""(d) As used in this section--
19 ""(1) the term ‘computer system’--
20 "(A) means any equipment or interconnected
21 system or subsystems of equipment that is used in the
22 automatic acquisition, storage, manipulation,
23 management,'movement, control, display, switching,
24 interchange, transmission, or reception, of data or
25 information; and
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1 ""(B) includes--

2 "~ "'(i) computers; .

3 "(ii) ancillary equipmént: )

s TT(iid) software, firmware, and similar

S procedures;

6 _ ‘1(iv) services, including support éervices;

7 and -

8 "T(v) related resources as defined by

9 regulations issued by the Administrator for
10 General Services Pursuant to section 111 of the
11 Federal Prcperty and Admipisttative Services Act

) 12 of 1949: ,} , )

13 "'(2) the term ‘Federal computer system --
14 ""(A) means a computer system operated by a
15 Federal agency or by a contractor of a Federal agency
16 or other organization that pProcesses information
b I A (using a computer System) on behalf of the Federal
18 Government to accomplish a Federal function; and
19 "*(B) includes automatic data processing
20 equipment as that term is defined in section
21 111(a)(2) of the Federal Property and Administrative
22 Services Act of 1949;
23 "7(3) the term ‘operator of a Federal computer
24 system’ means a Federal agency, contractor of a Federal
25 agency, or other organization that Processes information
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1l using a computer system on behalf of the Federal
2 Government to accomplish a Federal function:; °
-3 "'(4) the term ‘sensitive information’ mééns any
4 information, the loss, misuse, or unauthorized access to
5 or modification of which could adversely affect the
6 _ _national interest o} thé conduct of Federal programs, or
7 tﬂe privacy to which individuals aré.entitled under
8 section 552a of title 5, United States Code (the Privacy
‘9 Act), but which has not been specifically authorized
10 under criteria established by an Executive order or an
11 Act of Congress to be kept secret in the interest of
12 national defense orAforéfgn policy; and
13 "(5) the‘term 'Fedétai agency' has the meaning given
14 such term by section 3(b) of the Federal Property and
1S Administrative Services Act of 1949.
16 “SEC. 19. (a) There is hereby established a Computer
17 ©System Security and Privacy Advisory Board within the
18 Department of Commerce. The Secretary of Commerce shall
19 appoint the chairman of the Board. The Board shall be
20 composed of twelve additional members appointed by the
21 Secretary of Commerce as follows:
22 ""(1) four members from outside the Federal
23 Government who are eminent in the computer or
24 telecommunicatiéns industry, at least one of whonm is
25

representative of small or medium sized companies in such
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1 industries; )
2 ""(2) four members from outside the Fede;QI
-3 Government who are eminent in the fields of‘computer or
4 telecommunications technology, or related disciplines,
5 but who are not eqployed by or representative of a
6 produqer.of computer or telecommﬁnications equipment; and
vi ' "(3) four members from the Pedé§a1 Government who
8 have computer systems management excerience, including
9 experience in computer Systems security and Privacy, at
10 least one of whom shall be from thre National Security
11 Agency.
12 "'(b) The duties of thé Board shéll be--
13 (1) to icéentify éherging manacerial, technical,
14 administrative, and Physical safeguard issues relative to
1s computer systems security angd privacy;
16 "'(2) to advise the Bureau of Standards and the
17 _ . _Secretary of Commerce on security and pPrivacy issues
18 pertaining to Federal computer systems; and
19 "*(3) to report its findings to the Secretary of
20 Commerce, the Director of the Office of Management ang
21 Budget, the Director of the National Security Agency, and
22 the appropriate Committees of the Congress.
23 "“(c) The term of office of each member of the Board

24 shall be four years, except that--

2s ‘ (1) of the initia]l members, three shall be

Declassified in Part - Sanitized Copy Approved for Release 2011/12/06 : CIA-RDP90M00004R000900150014-8



Declassified in Part - Sanitized Copy Approved for Release 2011/12/06 : CIA-RDP90M00004R000900150014-8

-
.

SACH145A
10
1 appointed for terms of one year, three shall be appointed
2 for terms of two years, three shall be appoinéed for
3 terms of three years, and three shall be app;inted for
4 terms of four years; and

U

14
15
16
17
18
19
20
21
22
23
24
25

"'(2) any member appointed to £ill a vacancy in the
~ Board §ha11 serve for the remaindér of the term for which
his predecessor was appointed.

"*(d) The Board shall noi act in the absence of a quorum,
which shall consist of seven members.

"’(e) Members of the Board, other than full-time
employees of the Federal Government, while attending meetings
of such committee§ or whilé‘OFherwise performing duties at
the request of the Board Ch;irman while away from their homes
or a regular place of business, may be allowed travel
expenses "in accordance with subchapter I of chapter 57 of
title S, United States Code.

- . “Y(£) To provide the staff services necessary to assist
the Board in carrying out its functions, the Board may
utilize personnel from the National Bureau of Standards or
any other agency of the Federal Government with the consent
of the head of the agency.

""(g) As used in this section, the terms “computer
systeh' and ‘Fedetgl computer system have the meanings given

in section 18(c) of this Act. ’; and

(3) by adding at the end thereof the following new
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l section:
2 “"SEC. 21. This Act may be cited as the National Bureay
_ 3 of Standards Act. . - -

4 SEC. 4. AMENDMENT TO BROORS ACT.

5 Section 111(d) of the Federal Property and Administrative
6 Services Act of 1949 (40 U.S.C. 759(d)) is amended to read as

7 follows: |

8 ""(d) (1) The Secretary of Commerce shall, on the basis of
-9 standards and guidelines developed by the National Bureauy of
10 Standards pursuant to section 18(a) (2) and (3) of the

11 National Bureau of Standards Act, promulcate standards and

12 gquidelines pertaining to Fedgral comﬁuter systems, making

) 13 such standards qqmpulsor} ahé Sinding to the extent to which

14 the Secretary determines necessary to improve the efficiency
15 of operation or security and Privacy of Federal computer

16 systems. The President may disapprove or modify such

17 ftﬁndards and guidelines if he determines such action to be
18 in the public interest. The President’s authority to
19 disapprove or modify such standards and guidelines may not be
20 delegated. Notice of such disapproval or modification shall
21 be submitted promptly to the Committee on Government
22 Operatiqns of the House of Representatives and the Committee
23 on Governmental Affairs of the Senate and shall be published
24 promptly in the Federal Register. Upon receiving notice‘of
25

suchldisapproval or modification, the Secretary of Commerce
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1 shall immediately'rescind or modify such standards or
2 guidelines as directed by the President. T
. 3 ""(2) The head of a Federal agency may emploitstandards
4 for the cost effective security and privacy of sensitive
5 information in a Federal computer system within or under the
6 supervision of that agehcy that are more stringent than the
7 stahdards ﬁromulgated by the Secretary of Commerce, if such
8 standards contain; at a minimum, the provisions of those
"9 applicable standards made compulsory and binding by the
10 Secretary of Commerce.
11 "'(3) The standards determined to be compulsory and
‘ 12 binding may be waived by.the‘Secret;;y of Commerce in writing
13 upon a determination that cohpiiance would adversely affect
14 the accomplishment of the mission of an operator of a Federal
15 computer-system, or cause a major adverse financial impact on
16 the operator which is not offset by government-wide savings.
17 _The Secretary may delegate to the head of one or more Federal
18 agencies authority to waive such standards to the extent to
19 which the Secretary determines such action to be necessary
20 and desirable to allow for timely and effective
21 implementation of Federal computer Systems standards. The
22 head of such agency may redelegate such authority only to a
23 senior official dés}gnated pursuant to section 3506(b) of
24 title 44, United States Code. Notice of each such waiver and
25

delegation shall be transmitted Promptly to the Committee on
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1 Government Operatfons of the House of Representatives and the
2 Committee on Governmental Affairs of the Senate arnd shall be
. 3 published promptly in the Federal Register. -
4 "'(4) The Administrator shall revise the Federal
| 5 information resources management regulations (41 CFR ch. 201)
6 to be consistent with the standards and guidelines
7 promulgated by the Secretary of Commerce under this
8 subsection.
-9 ""(5) As used in this subsection, the terms ‘Federal
10 computer system and perator of a Federal computer system’
11 have the meanings given in section 18(c) of the National
12 Bureau of Standards Act. ’.. '
13 SEC. 5. TRAINING.BY OPERATO;S 61-‘ PEDERAL COMPUTER SYSTEMS.
14 (a) IN GENERAL.--Each operator of a Federal computer
15 system that contains sensitive information shall provide
16 mandatory periodic training in computer security awareness
17 9n§ accepted computer security practice. Such training shall
18 be provided under the guidelines developed pursuant to
19 section 18(a)(5) of the National Bureau of Standards Act (as
20 2added by section 3 of this Act), and in accordance with the
21 regulations issued under subsection (c) of this section, for
22 all employees who are involved with the management, use, or
23 operation of computer systems.
24 (b) TRAINING OBJECTIVES.-"Training under this section
25 shall be started within 60 days after the issuance of the
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14
regulations described in subsection (c). such training shall
be designed-- "
(1) to enhance employees’ awareness of the threats to
and vulnerability of computer systems; and
(2) to encourage the use of improved computer
security practices;

.(c) REGULATIONS.‘“Within six months ;fter the date of the
enactment of this Act, the Director of the Office of
Personnel Management shall issue regulations prescribing the
procedures and scope of the training to be provided under
subsection (a) and the manner in which such training is to be
carried out. “

SEC. 6. ADDITIONAL RESPONSI.B?ILIITIES FOR COMPUTER SYSTEMS
SECURITY AND PRIVACY.
(a) IDENTIFICATION OF SysTEMS THAT CONTAIN SENSITIVE

]NFORMATION.“Within 6 months after the date of enactment of

}h?} Act, each Federal agency shall identify each Federal
computer system, and system under development, which is
within or under the supervision of that agency and which
contains sensitive information.

(b) SECURITY PLAN.,--Within one year after the date of
enactment of this Act, each such agency shall, consistent
with the standards, guidelines, policies, and regqulations
prescribed pursuant“to section 111(d) of the Federal Property

and Administrative Services Act of 1949, establish a plan for
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} the security and privacy of each Federal computer system

2 identified by that agency pursuant to subsection (a) that js
° 3 commensurate with the magnitude and risk of the han-n resulting from
4 the loss, misuse, or unathorized access to or modification of
5 the infermation contaiqed in such system. Copies of each such
6 plan shall be transmitted to the N;tiénal Bureau of.Standards'
7 and the National Security Agency fér advice and comment, A
8 summary of such plan shall be included in the agency’s five-
9 year plan required by section 3505 of title 44, United States
0 Coce. Sucnh plan shall be subject to disapproval by the
11 Directcr of the Office of Management and Budce:. Such plan
12 shall be vrevised a:nnuall.y a_s" nfecessal;y.
13 SEC. 7. DEPINITIONS.

14 As used in this Act, the terms ' computer systen ’

’

[N

15 ~"Federal computer system ", "‘operator of a Feceral ccamputer
16 system’’, "'sensitive information’’, and ' 'Federal agency”’
17 have the meanings given in section 18(c) of the National

18 Bureau of Standards Act (as added by section 3 of this Act)
19 SEC. 8. RULES OF CONSTRUCTION OF ACT. .

20 Nothing in this Act, or in any amendment made by this
21 Act, shall be construed-- '
22 (1) to constitute authority to withhold information
23 sought pursuant to section 552 of title 5, Uniteg States
24 Code; or
25 (2) to authorize any Federal agency to limit

[
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1 restrict, reguiate. Or control the collection,
2 maintenance, disclosure, use, transfer, or sale of any
.3 information (regardless of the mediur in which the

4 information may be maintained) that ig--

5 (A) privately-owned information;

6 (B) disclosable -under section 552 of title 5,
7 United States Codé, or other law'tequiring or

8 authorizing the public disclosure of information; or
.9 (C) public domain information.
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GLICKM137

AMENDMENT OFFERED BY MR. GLICKMAN
T0 THE AMENDMENT IN THE NATURE OF A SUBSTITUTE . -
(CommiTTEE PRINT OF APRIL 21, 1987) -

Page 13, strike out lines 14 through 24 and insert the
following: ‘

1 -‘SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.
2 (a) IN GENERAL.,--Each Federal agency shall provide for
3 the mandatory periodic training in computer security
4 awareness and accepted computer security practice of all
S employees who are involved Qitﬁfthe management, use, Or
6 operation of each Federal computer system within or under the
7 supervision of that agency. Such training shall be--
8 (1) provided in accordance with the guidelines
| 9 developed pursuant to section 20(a)(5) of the National
10 Bureau of Standards Act (as added by section 3 of this
11 Act), and in accordance with the regulations issued under
12 subsection (c) of this section for Federal civilian
13 employees; or
14 (2) provided by an alternative training program
15 approved by the head of that agency on the basis of a
16 determination that the alternative training program is at
17 least as effective in accomplishing the objectives of
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2

1l such qguidelines and regulations.

Page 14, line 11, after ~ provided ’ insert ' Federal

»

civilian employees’ .
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THE HONORABLE DAN GLICKMAN

May 20, 1987
FULL,COMM!T?ZE MArRkuP -- H.R. 145

*GLICKMAN AMENDMENT -- PAGE 6"

MR. CHAIRMAN, THE PURPOSE OF THIS AMENDMENT 1S TO CONFORM THE
LANGUAGE IN PARAGRAPH (c) ON PAGE 6 OF THE COMMITTEE PRINT WITH
THE LANGUAGE USED BY THE ADMINISTRATION IN ITS LETTER TO YOU, IN
WHICH THE FLEXIBILITY OF NBS IN USING, OR NOT USING, NSA TECHNI-
cAL GUIDELINES, DEPENDING ON THE REQUIREMENTS OF CIVIL AGENCIES,
1S SPELLED OUT,

1 HAVE DISCUSSED THIS AMENDMENJ WITH THE GENTLEMEN FROM NEW
MEX1cO AND | BELIEVE IT HAS HIS SUPPORT,
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REPORT LANGUAGE CFFERED BY MR. QL1OMAN:

"OTHER ORGANIZATIONS® "

THE TERM “FEDERAL COMPUTER SYSTEM™ IS USED TO DELINEATE THE REACH
OF THE BILL TO INCLUDE FEDERAL AGENCIES, CONTRACTCRS OF FEDERAL
AGENCIES, AND OTHER CRGANIZATIONS THAT PROCESS INFORMATION USING
A COMPUTER SYSTEM ON BEMALF OF THE FEDERAL GOVERNVENT TO AC-
COMPLISH A FEDERAL GOVERNVENT FUNCTION, THE LATTER CATEGIRY IS
LIMITED TO CASES WHERE THERE IS A DIRECT FEDERAL INTEREST. Ex-
AMPLES WOLLD INCLUDE STATE AGENCIES THAT DISBURSE FEDERAL FUNDS,
MONITOR COMPLIANCE WITH FEDERAL REGULATIONS ON BEHALF OF THE
FEDERAL GOVERNMENT, COLLECT STATISTICAL INFCRMATION FOR THE PUR-
POSE OF FEDERAL FUNDING DECISIONS, OR ACT IN SOME OTHER WAY AS A
DIRECT EXTENSION OF THE FEDERAL GOVERNVENT, THE MEASURES USED
FOR PROTECTING SENSITIVE INFORMATION IN SUCH CASES, JUST AS ELSE-
WHERE, MUST BE COST-EFFECTIVELY APPLIED AND COMMENSURATE WITH THE
RISK AND MAGNITUDE OF HARM,

3
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GLiCKMlBG .

AMENDMENT OFFERED BY MR. GLICKMAN
1O THE AMENDMENT IN THE NATURE OF A SUBSTITUTE
(Comm1TTEE PRINT OF APrIL 21, 1987)

Page 6, strike out lines 13 through laland insert the
following: ’ \
**(c) For the purposes of--

**(1) developing standards and guidelines for the
protection of gensitive information in Federal computer
systems under subsections (a)(1l) and (a)(3), and

“*(2) performing researah and conducting studies
under subsection (b)(5),

the National Bureau of Standards shall draw upon computer

system technical security guidelines developed by the

National Security Agency to the extent that the National
10 Bureau of Standards determines that such guidelines are
11 consistent with the requirements for protecting sensitive

12 information in Federal computer systems.
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STATEMENT BY MR. KONNYU
ON H.R. 145, THE COMPUTER SECURITY AcT oF 1987
May 268, 1987
REQUEST FOR LANGUAGE ON THE COMMITTEE REPORT ON THE BILL
MR. CHAIRMAN, | WOULD LIKE TO RAISE TWO ISSUES THAT HAVE BEEN

BROUGHT TO MY ATTENTION REGARDING THIS LEGISLATION. EACH MATTER, |
BEL |EVE, CAN BE ADEQUATELY ADDRESSED IN REPORT LANGUAGE WHEN STAFF
PREPARE THE COMMITTEE VIEWS.

" "THE FIRST DEALS WITH "SECTION 19" OF THE AMENDMENT TO THE
NATIONAL BUREAU OF STANDARDS ORGANIC ACT WHICH IS EMBODIED IN
H.R. 145. THIS PROVISION CREATES A COMPUTER SYSTEM SECURITY AND
o RS ON THE BOARD.
D TO ADVISE THAT OF THE 12 MEMBE
PRIVACY ADVISORY BOAR | : THAT e o e
4 SHALL BE REPRESENTATIVE OF THE COMPUTER OR TELECOMM

INDUSTRY, STIPULATING THAT AT LEAST ONE 1S FROM SMALL OR MEDIUM SIZED
COMPANIES.

| WOULD LIKE TO SEE THE REPORT ADDRESS THE NEED TO HAVE THE LARGE
VENDOR COMPANIES., SUCH AS THE IBMs, THE HONEYWELLS., ETC., WITH AT
LEAST ONE REPRESENTATIVE. SINCE THESE VENDORS WILL BE INCORPORATING
THE COMPUTER SECURITY STANDARDS INTO HARDWARE AND SOF TWARE, THIS INPUT
1S MOST NECEgSARY. THE SECOND 1SSUE 1S TO ADDRESS THE NEED TO
EMPHAS 1ZE COST EFFECTIVE STANDARDS SO THE U.S. REMAINS COMPETITIVE IN
THE INTERNATIONAL MARKETPLACE. WE DO NOT WANT TO OUTPRICE OUR
HARDWARE AND SOF TWARE. BUT RATHER WE WANT TO EXERCISE EFFICIENCY.,
SOLID COMPUTER SECURITY MEASURES AND COST EFFECTIVENESS.

| THANK THE COMMITTEE FOR TAKING THESE TWO ASPECTS INTO
CONSIDERATION FOR EMPHASIS IN THE REPORT.
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